RECORD OF ORDINANCE

Date Presented 06/23/2026

Sponsor Mayor Sandine Ordinance No. 2 \ 'ZLQ Date Passed ATUQ\ \ \ ,2026

AN ORDINANCE TO ADOPT A CYBERSECURITY PROGRAM AND DECLARING AN
EMERGENCY.

WHEREAS, in accordance with Ohio Revised Code section 9.64, enacted through House Bill 96, the Village is required
to adopt a cybersecurity program that safeguards its data, IT systems, and resources to ensure confidentiality, availability,

and integrity; and

WHEREAS, Council, having reviewed the policy recommendation ythe Mayor, hereby adopts the policy as its
foundational cybersecurity controls framework and that doing so will be in the best interest of the health, safety and
welfare of the citizens of Lithopolis.

NOW, THEREFORE, BE IT ORDAINED BY THE COUNCIL OF THE VILLAGE OF LITHOPOLIS,
FAIRFIELD COUNTY, STATE OF OHIO;

Section 1.  The Village of Lithopolis hereby adopts the policy attached and incorporated by reference.

Section 2.  The Village’s cybersecurity policy shall focus on managing assets, protecting sensitive data, controlling
access, securing and updating systems, defending against malware and vulnerabilities, monitoring logs and networks,
responding to incidents, training employees, and ensuring third-party providers meet security standards. These measures
represent the most effective first steps in reducing cyber risk, particularly against ransomware and phishing, and are
designed for local governments of our size to achieve practical, affordable, and measurable security improvements while
remaining aligned with state and federal best practices.

Section 3. The Mayor and/or the Mayor’s designee is hereby designated as the Chief Information Security Officer
(“CISO”) for the village.

Section 4.  That this Ordinance is hereby declared to be an emergency measure necessary for the preservation of the
public peace, health, safety and welfare of the citizens of the Village of Lithopolis, the immediate emergency being the
necessity to adopt a cybersecurity program to be in compliance with ORC Section 9.64; therefore, this Ordinance shall be

in full force and effect immediately upon its passage and signing by the Mayor /ﬁ i /
‘ /]

Attest/Date: Signed/Date, M
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Approved as to form: '\/wl . -:l\_._‘____.

Jon M. Browning
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Information Security Policy

Village of Lithopolis

Effective Date: 01 July 2026

Last Reviewed: 01 July 2026

1. CYBERSECURITY RESPONSIBILITY

The Mayor is designated as the person responsible for overseeing cybersecurity for the Village of
Lithopolis. The role will be defined as the Cybersecurity Lead for purposes of this policy. Unless stated
otherwise, the Cybersecurity Lead will be responsible for ensuring organizational compliance and
coordinating the necessary activities to comply with this policy.

2. ANNUAL POLICY REVIEW

This security policy must be reviewed at least once per year and updated as needed.

3. SECURITY AWARENESS AND TRAINING

All employees must complete security awareness training at least once per year. The duration and
content of the training will be sufficient to provide necessary role-based knowledge.

4. ASSET INVENTORY

An inventory of all computers, servers, network equipment, and important software, including software-
as-a-service applications will be maintained. The inventory will be updated when significant changes
occur, when new systems are added, and refreshed at least once per year.

5. DATA CLASSIFICATION AND PROTECTION

Establish and maintain a documented data management process. In the process, address data
sensitivity, data owner, handling of data, data retention limits, and disposal requirements, based on
sensitivity and retention standards for the enterprise. Review and update documentation annually, or
when significant enterprise changes occur that could impact this Safeguard.

6. VULNERABILITY AND PATCH MANAGEMENT

Computer systems, software, and other assets must be kept up to date with security patches. The
Cybersecurity Lead will coordinate with stakeholders to define acceptable patch frequency and
procedures. It is expected that vulnerability remediation times will generally align with manufacturer
recommendations based on the severity of the vulnerability.

7. PASSWORD MANAGEMENT



Asset owners must ensure that password requirements will be met for all systems and accounts that
they are responsible for.

Password Requirements:

e At least 12 characters long

e Use a mix of letters, numbers, and symbols when possible

e Do not use the same password for multiple important accounts

¢ Do not share passwords

e Change passwords if there is reason to believe they have been compromised

8. NETWORK SECURITY CONTROLS

Network security measures must be implemented to prevent unauthorized access.
Minimum Requirements:

¢ Use a firewall on internet connections

e Use a separate, secure wireless network for official business (if wireless is needed)
e Change default passwords on all network equipment

e Limit remote access to only those who need it

e Use encryption (VPN) for remote connections when possible

9. ANTI-MALWARE PROTECTION

Anti-malware (antivirus) software must be installed and active on all computers and devices.

10. INCIDENT RESPONSE AND CONTINGENCY PLAN

An incident response and contingency plan must be maintained to address cybersecurity incidents. The
Cybersecurity Lead will be responsible for ensuring that the incident response and contingency plan is
followed and may appoint other individuals as incident response leads during the event.

The Incident Response and Contingency Plan must be:

e Reviewed and updated annually or after any major incident.
e Tested through tabletop or functional exercises at least once per year.
e Retained with other official cybersecurity documentation, both digitally and in printed form.

APPROVAL AND ADOPTION

Authority for the creation and maintenance of a cybersecurity program, including the development of
this information security policy and other cybersecurity standards, was granted by Council of the Village
of Lithopolis.
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Incident Response and Contingency Plan

Village of Lithopolis

Effective Date: 01 July 2026
Last Reviewed: 01 July 2026

Introduction

Cyber incidents can happen to any organization, from a small township office to a large city IT
department. An Incident Response Plan (IRP) provides a clear, step-by-step process for identifying,
containing, and recovering from cybersecurity events such as ransomware, data breaches, or system
outages.

The goal of this plan is simple: limit the damage, restore normal operations quickly, and document what
happened so lessons can be learned and improvements made.

At organizations large and small, incident response follows a common lifecycle:

1. Preparation — Establish contacts, procedures, and backups before an incident occurs.
Identification — Recognize that something unusual or suspicious has happened.

Declaration of Incident — After initial triage, determining that an incident has taken place and
what reporting requirements exist

Containment — Isolate affected systems to prevent the problem from spreading.

Eradication — Remove the cause of the incident (malware, unauthorized accounts, etc.).
Recovery — Restore data and systems from backups and verify they’re secure.

Lessons Learned — Review what happened, what worked, and what needs improvement.
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This plan ensures that staff and partners know what to do, who to contact, and how to keep essential
operations running even during a disruption. By following it, your organization can respond quickly,
protect public data, and recover with minimal impact to services or the community.

Step 1 - Preparation

Good response starts long before an incident happens. Preparation means putting the basics in place so
you can act quickly when something goes wrong.

To prepare for an incident, know who to contact in the event of trouble. This may be an internal IT team
lead, or perhaps a vendor or other third party who manages IT and security for you. It's also important
to settle on a communication plan for drafting, reviewing and approving the release information or
communication to the public. Determine who is going to be responsible for communicating with the
public, and update this plan with that information.

Also update this plan with the contact information for the following people, so that you know who to
contact in the event of an incident:



Name

[Name]

[Name]

[Name]

[Name]

[Name]

[Name]

[Name]

[Name]

Role

Incident
Response Lead

Cybersecurity
Lead (if different
from incident
response lead)

Political
subdivision
management /
executive

IT support
contact

[Application
Name] support
contact [create
as many rows as
you have critical
applications that
have different
vendors /
support
personnel]

Backup site /
recovery support
provider

Local Law
Enforcement

Cyber insurance
carrier (if
purchased)

E-mail

[email address)

[email address}

[email address]

[email address]

[email address]

[email address]

[email address]

[email address]

Phone

[phone]

{phone]

[phone]

[phone]

[phone]

[phone]

[phone]

[phone]

Contingency /
Alternative
Means of
Communication

[cell / home
phone number /
pager / etc]

[cell / home
phone number /

pager / etc]

[cell / home
phone number /
pager / etc]

[cell / home
phone number /
pager / etc]

[cell / home
phone number /
pager / etc]

[cell / home
phone number /

pager / etc]

[cell / home
phone number /
pager / etc]

[cell / home
phone number /
pager / etc]



[Name] Legal counsel for  [email address] [phone] [cell / home
the political phone number /
subdivision pager / etc]

Ohio Cyber Reporting agency OCIC@dps.ohio.gov 614-387-1089
Integration for cyber
Center incidents and

assistance from

Ohio Cyber

Reserve

Ohio Auditor of  Reporting cyber  Cyber@ohioauditor.gov None
State incidents

Contingency Plan Preparation

The plan must also include ongoing preparation steps to ensure recovery is possible when an incident
occurs. Conduct the following activities at least annually:

e Identify Critical Systems and Data: Maintain a current list of essential systems, applications, and
records needed to sustain operations.

e Establish and Test Backups: Perform regular, automated backups of important data and test
restoration procedures at least annually.

o Develop Recovery Priorities: Define which services or systems should be restored first and who
is responsible for each.

¢ Maintain Offsite Copies: Store key backups or system images in a separate, secure location to
ensure availability in case of physical damage or ransomware.

Step 2 - Identification

Detection simply means noticing when something isn’t normal and knowing what to do about it. Signs of
trouble can include:

e Computers running unusually slow or locking up

e Unexpected pop-ups, warnings, or ransom messages

o Files missing, renamed, or showing strange extensions

e Emails asking for passwords or payment information

e Users locked out of their accounts without reason

e Reports from vendors or the public about suspicious messages or behavior
o Logs that show unusual access patterns or activity

If something doesn’t seem right, report it immediately to the cybersecurity lead or IT support. it's always
better to check and find nothing than to ignore an early warning.



Document what you saw, when you saw it and what you were doing. This can help investigators respond
faster.

Step 3 — Declaration and reporting of an Incident

A good working definition of a cyber incident is one disrupts normal operations, compromises sensitive
information, or requires outside assistance to contain or recover. Minor technical issues, like a single
computer malfunction or a routine virus detection that’s easily cleaned, generally do not qualify unless
they spread or affect essential services. When in doubt, treat the event as significant until it’s confirmed
otherwise. Early reporting helps contain damage and ensures compliance with state notification
requirements.

As part of planning your response to any given incident, ORC 9.64 requires political subdivisions to
report some cybersecurity incidents to the Ohio Department of Homeland Security within 7 days and
the Ohio Auditor of State within 30 days.

A cybersecurity incident tis reportable when it leads to one of the following outcomes:

1. Substantial loss of confidentiality, integrity, or availability of a covered entity’s information

system or network;
2. Serious impact on the safety and resilience of a covered entity’s operational systems and

processes;
3. Disruption of a covered entity’s ability to engage in business or industrial operations, or deliver

goods or services;
Additionally, a cyber incident is reportable when the following circumstances occur:

4. Unauthorized access to a covered entity’s information system or network, or any nonpublic
information contained therein, that is facilitated through or caused by a

e Compromise of a cloud service provider, managed service provider, or other third-party data
hosting provider; or
e Supply chain compromise.

Please see https:/,fhomeIandsecuritv.ohio.;gov/oh_io-cvber—integration-center;"reporting-ﬁuidance for
examples of what is required.

Additionally, your internal department of local governing bodies have their own unique reporting
timelines. [Use this space to document who should get notified and when during an incident. Make sure
you include their contact information in the preparation table in Section 1. ]

Step 4 — Containment

Once you know something is wrong, the priority is to stop it from spreading. That means isolating the
problem and getting help, not trying to fix everything right away.



If you think a computer is infected or compromised:

Disconnect it from the network (unplug the internet cable or turn off Wi-Fi).

Leave it powered on unless directed otherwise — turning it off may erase evidence.
Don’t delete files or run antivirus scans unless told to by IT support.

Write down what you noticed, what you did, and when.

If the issue involves email or a suspicious message:

Don’t forward it or click any links.
Report it to the cybersecurity lead or IT support.
If others may have received the same message, alert your coworkers and the person with

primary responsibility for security.

If a larger system or network appears affected:

e Disconnect shared drives, servers, or cloud services if possible.
¢ Notify leadership and outside IT support immediately.

The goal during containment isn’t to fix the problem — it’s to keep it from getting worse until security
experts can take over.

Step 5 - Eradication

Once the problem is contained, the next step is to remove whatever caused it. This may mean deleting
malicious files, disabling compromised accounts, or reinstalling software. For most organizations, this
work will be handled by IT staff or outside support — not by individual employees.

If you're asked to help:

Follow the directions of the cybersecurity lead or IT vendor exactly.
Do not use infected devices again until they’ve been cleared for use.
Change passwords for any affected systems once it’s safe to do so.
Verify that antivirus and security updates are current.

If outside support or vendors are assisting, keep notes on what they did and when. This helps with
recovery, insurance, and future prevention efforts.

The goal in this step is simple: make sure the threat is gone before reconnecting systems or resuming
normal work.

Special Instructions for Ransomware Eradication by Ohio Political Subdivisions

Note that in Ohio, any proposed ransom payment by a political subdivision must be approved by a
legislative body (e.g., Township Trustees, Village Council, City Council) before payment is made.
Payment of ransom should only be considered if all recovery and restoration options have been
evaluated and documented as infeasible.



Step 6 — Recovery

After the threat has been removed, the next step is to bring systems and data back into normal
operation. Recovery should be done carefully to avoid reintroducing the same problem.

Start by restoring data from clean, verified backups. If possible, test the restored files on an isolated or
non-production system first to make sure they work and don’t contain traces of malware.

When bringing systems back online:
e Reconnect one system or service at a time, not everything at once.
e Watch for signs of continued problems such as new alerts or slow performance.
e Confirm that antivirus and security updates are enabled and current.
e Have users verify that their data and applications appear normal.

Once systems are stable, document what was restored, when it happened, and who verified it. This
information will be helpful if similar issues occur in the future or if auditors or insurers request details.

Recovery isn’t finished until systems are running normally, users can work safely, and all critical data has
been confirmed as restored.

Step 7 - Lessons Learned

Once the incident is resolved, take time to review what happened and how it was handled. The goal
isn’t to assign fault, but to understand what worked, what didn’t, and how to respond even better
next time. Within a week or two of recovery, gather the key people involved — the cybersecurity
lead, IT staff or vendors, and department heads if needed — for a short debrief.
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